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Amendments to the Claims : 
This listing of claims will replace all prior versions, and listings, of claims in the application: 

Listing of Claims : 

1 . (cuirently amended) A system for facilitating wireless data communication, 
comprising: 

a non-wireless operations center configured to implement access control rules within an 
emergency zone; 

a wireless access device difTerent from, and connected by wireline to, the operations 
center, the wireless access device configured to provide preferential access to a network to 
emergency devices over non-emergency devices within the emergency zone based on the access 
control rules; 

wherein the emergency zone has access points within and outside of the zone where 
certain access points outside of the zone have coverage area partially overlapping the zone: and 

wherein one of the access control rules is a default rule to either always include the 
certain access points, never include the certain access points or include the certain access points 
based on extent of the overlapping . 

2. (original) The system of claim 1, wherein the operations center is configured to 
transmit the access control rules to the access device. 
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3. (original) The system of claim 1, wherein the access control rules reside in a 
memory of the access device, and 

wherein the operations center is configured to send an emergency message that activates 
the access control rules. 

4. (original) The system of claim 1, wherein the access device includes a wireless 
access point configured to wirelessly communicate with the non-emergency devices and the 
emergency devices. 

5. (original) The system of claim 4, wherein the wireless access point includes: 
a processor configured to filter wireless data based on the access control rules, and 

a wireless transceiver connected to the processor and configured to send and receive 
wireless data. 

6. (previously presented) The system of claim 1» wherein the wireless access device 
includes: 

at least one wireless access point configured to wirelessly communicate with the non- 
emergency devices and the emergency devices, and 

a gateway connected between the at least one wireless access point and the network and 
configured to control access to the network by data from flie at least one wireless access point 

7. (currently amended) A mcdiod, comprising: 

-3- 



PAGE 4/13* RCVD AT 4124120062:47:22 PM [Eastern Day^^^^ 



04/24/06 MON 13:46 FAX 9727183946 



VERIZON IP 



USPATENT-AJIEND BOOS 



PATENT 

Application Serial No. 10/663,400 
Docket No. 02-4111 

deterraining a need for an emergency zone in which wireless data access is to be 
restricted to emergency devices wherein the emergency zone has access points within and 
outside of the zone where certain access points outside of the z one have coveiage area oartiallY 
overlapping the zone: 

applying a default rule to either always include the certain access noints. never include 
tihe certain access points or include the certain access noints based on extent of the ov erlapping: 

associating one or more access devices with the emergency zone; 

sending an emergency message to the one or more access devices for wireless data access 
within the emergency zone to be restricted to the emergency devices, and 

altering the emergency message responsive to the development stage of the emergency. 

8. (original) The method of claim 7, wherein the associating includes: 
designating, by a network operator, a set of access devices as corresponding to the 

emergency zone. 

9. (original) The method of claim 7, wherein the emergency message includes 
access control rules for storage in and implementation by the one or more access devices. 

1 0. (original) The method of claim 7, wherein the emergency message includes one 
or more commands to activate access control rules ttiat reside in the one or more access devices. 

1 1 . (original) The method of claim 7, sending an emergency message includes: 
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sending the emergency message to one or moie wireless access points that wirelessly 
communicate with the emergency devices. 

12. (original) The method of claim 7, sending an emergency message includes: 
sending the emergency message to one or more gateway devices that control data traffic 

one or more wireless access points* 

13. (currently amended) A method, comprising: 
validating an emergency message; 

implementing access control rules based on the emergency message; 

establishing an emergency zone having access points within and outside of the zone 
where certain access points outside of the zone have coverage area partiallv overlapoing the 
zone: 

establishing one of die access control rules as a default rule to either alwavs include the 
certain access points, never include the certain access points or include the certain access points 
based on extent of the over1at?ping: 

controlling access by wireless data devices to give preference to emergency devices 
based on the access control rules, and 

altering the emergency message responsive to tfie development stage of the emergency. 

14. (original) The method of claim 1 3^ wherein the validating includes: 
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cryptographically validating the emergency message using an emergency cryptographic 

key. 

15. (original) The method of claim 13, wherein the implementing includes: 
extracting the access control rules from the emergency message, and 
installing the access control rules. 

1 6. (original) The method of claim 13, wherein the implementing includes: 
providing parameters from the emergency message to installed access control rules. 

17. (original) The method of claim 13, wherein tht controlling access includes: 
limiting wireless data access to emergency devices based on a set of addresses. 

18. (original) The method of claim 17, wherein the set of addresses includes media 
access control (MAC) addresses. 

19. (original) The method of claim 17, wherein the set of addresses includes Intemet 
protocol (IP) addresses. 

20. (original) The method of claim 1 7, wherein tiie limiting wireless data acce^ 
includes selectively refusing to complete a communication protocol handshake. 



-6^ 

PAa7/13*RCVDAT4)24/20062:47:22ra[EastemDa^^^ 



04/24/06 MON 13:47 FAX 9727183946 



VERIZON IP 



USPATENT- AMEND @008 



PATENT 

Application Serial No. 10/663,400 
Docket No. 02-4111 

2 1 , (original) The method of claim 13, wherein the controlling access includes: 
limiting wireless data access to emergency devices based on authentication information 

provided by the emergency devices. 

22. (previously presented) A computer-readable medium that stores instructions 
executable by one or more processors to perform a method for controlling data access in a 
wireless network, comprising: 

instructions for establishing an emergency zone having access points within and outside 
of the zone where certain access points outside of the zone have coverage area partially 
overlapping the zone; 

instructions for establishing a default rule to either always include the certain access 
points, never include the certain access points or include the certain access points based on 
extent of the overlapping; and 

instructions for utilizing both the access points within the zone and, responsive to 
operation of the default rule, the certain access points, for: 

(1) differentiating between emergency devices and non-emergency devices in the 
emergency zone; 

(2) allowing wireless data access to the emergency devices in the emergency zone; and 

(3) limiting wireless data access to the non-emergency de\dces in the emergency zone. 

23. (original) The computer-readable medium of claim 22, wherein the instructions for 
differentiating include: 
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instructions for classifying data from a wireless device based on media access control 
(MAC) addresses, Internet protocol (IP) addresses, or authentication information. 

24. (original) The computer-readable medium of claim 22, wherein the instructions for 
limiting wireless data access include: 

instructions for denying wireless data access to the non-emergency devices in the 
emergency zone, 

25. (currently amended) A system for providing emergency wireless data access 
within an emergency zone in a network, comprising; 

wireless access point means for receiving at access points communication requests that 
were initiated by wireless devices wherein the emergency zone has the access po ints within and 
outside of the zone where certain of the access points outside of the zone h ave coverage area 
partially overlapping the zone: 

non-wireless operations center means, different fiom, and connected by wireline to, flie 
wireless access point means, for storing access control rules for controlling wireless data access 
during an emergency wherein one of the access control rules is a d efault rule to either always 
include the certain access points, never include the certain access points or include th e certain 
access points based on extent of the oveflapping ; and 

means for selectively processing the communication requests in accordance with the 
access control rules during the emergency. 

-8- 



PA(£9/13'RCVDAT4/24/2006 2:47:22 PM [Eastern D^^^^^ 



04/24/06 MON 13:47 FAX 9727183946 VERIZON IP -^^^ USPATENT-AMEND ©010 

PATENT 

AppUcation Serial No. 10/663,400 
Docket No. 02-4111 

26. (original) The system of claim 25, wherein the means for receiving includes: 
means for receiving wireless data from the wireless devices. 

27. (previously presented) A method for controlling data access in a wireless 
network, comprising: 

establishing an emergency zone having access points within and outside of the zone 
where certain access points outside of the zone have coverage area partially o verlapping the 
zone; 

establishing a default rule to either always include the certain access points, never 
include the certain access points or include the certain access points based on extent of the 
overlapping; and 

utilizing bofli the access points within the zone and. responsive to operation of the default 
mle« the certain access points, for: 

differentiating between emergency devices and non-emergency devices in tiie 
emergency zone during an emergency; 

allowing wireless data access to the emergency devices in the emergency zone 
during the emergency; and 

limiting wireless data access to the non-emergency devices in the emergency zone 
during the emergency. 
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